Pexomenpanuu
10 MOBBIIEHUI0 HHPOPMALMOHHOI 0€30IaACHOCTH

C KaXAbIM TOJIOM MOJIOAEKH B MHTEPHETE CTAHOBHUTHCA OOJbILIE, a IIKOJBHUKUA OJHH M3 CaMbIX
aKTUBHBIX Iosb3oBaTened PyHera. Mexny TeM, IOMMMO OIpPOMHOIO KOJIMYECTBAa BO3MOXKHOCTEH,
MHTEPHET HeceT U NMpo0iieMbl. DTa MaMsTKa J0JKHA IOMOUYb TeOe 0€301acHO HaXOAUThCS B CETH.

KommnsrorepHsie BUPYCBI

KoMmmbloTepHslii  BUpyC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTpamMM, OTJIMYUTEIBHOMN
0COOEHHOCTBIO KOTOPOH SBJISIETCS CHOCOOHOCTh K Pa3MHOXEHHIO. B OMONHEHHE K 3TOMY, BUPYCHI
MOTYT TOBPEIUTh WU TOJHOCTHIO YHUYTOXKHUTH Bce ailibl M JaHHBIE, MOJKOHTPOJIbHbBIE
I10JIB30BATENI0, OT UMEHU KOTOPOro OblIa 3amylieHa 3apaXXEHHas IPorpaMMa, a TaKKe MOBPEIUTh WU
Ja)ke YHUUYTOXKUTH ONEPAIMOHHYIO CHUCTEMY cO BceMM (paiimamu B 1iesioM. B GonbIIMHCTBE Cilydaes
pacnpoCTpaHsAIOTCA BUPYChI UePE3 UHTEPHET.

MCTO,Z[BI 3aI0UTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. Hcnonb3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMbI, MMEIOIIHUE CEPbE3HBIM YPOBEHb 3aLIUTHI OT
BPEIOHOCHBIX IIPOrPaMM;

2. IlocrossHHO ycTaHaBiMBail naytu (IUGPOBbIE 3aMJaTKH, KOTOPble aBTOMATUYECKH YCTaHABIUBAIOTCS
C IENBI0 JIOPAOTKU MPOTPaMMBbl) M JIpyrue OOHOBIICHUSI CBOCH omnepannoHHON cuctembl. CkaunBail ux
TOJNIbKO ¢ oduuuansHOoro caiirta paspaborunka OC. Ecnu cylecTByeT peXuM aBTOMATHUYECKOTO
OOHOBJICHUSI, BKJIIOYH €T0;

3. Paboraii Ha cBoeM KOMIIBXOTCPE 110 IIpaBaMM IIO0JB30BATCIIsI, 4 HC aAMHUHUHCTpPATOpA. 9TO0 HE
IIO3BOJIUT 60JII)HII/IHCTBy BPCAOHOCHBIX MpOorpaMM HHCTAJUIMPOBATBECA Ha TBOCM IICPCOHAIIBHOM
KOMIIBIOTEPEC,

4. Hcnonp3yll aHTUBHPYCHbIE IpPOTpaMMHBIE TMPOAYKTHI  H3BECTHBIX IPOU3BOJAUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanndp pU3HUYECKHA JOCTYH K KOMITBIOTEPY JJIsl IOCTOPOHHUX JIHII,

6. Mcnonb3yii BHeLIHHE HOCUTENU MHPOpMALNUU, Takue Kak ¢uienika, AUCK WU (aill U3 WHTEepHeTa,
TOJIBKO U3 MPO(epeHHBIX HCTOUHUKOB;

7. He oTkpbIBaii KOMIbIOTEpHBIE (Daiiiibl, MOTydeHHbIE U3 HEHAAEKHBIX UCTOUYHUKOB. Jlaxe Te (aiiisl,
KOTOpBIE MpHCIIai TBOM 3HaKOMBIN. JIydllle yTOUHU y HEro, OTIIPABIISUI JIM OH Te0e HX.

Cetu WI-FI

Wi-Fi - 310 He BHJ niepeayn JaHHBIX, HE TEXHOJOTHsI, a BCEro JIMIb OpeH 1, Mapka. Emie B 1991 roay
HUJIepJIaH/ACcKas KommaHus 3apeructpupoBana Openn «WECA», 4uto 0003Ha4ano ci0BOCOYETaHHE
«Wireless Fidelity», KOTOpBbIii IEpEBOAUTCS KaK «OECIIPOBOHAS TOUHOCTHY.

Jlo Hamiero BpeMeHHU JAoIlIa Apyras abOpeBuaTypa, KOTOpas SIBISETCS TaKOH K€ TEXHOJOTHe. DTo
ab6peBuarypa «Wi-Fi». Takoe Ha3BaHue OBUIO /1aHO C HAMEKOM Ha CTaHJApT BBICIIUM 3BYKOBOU
texHuku Hi-Fi, yTo B mepeBo/ie 03HaYaeT «BBICOKASI TOUHOCThY.

Jla, OecrutaTHBIM WHTEPHET-AO0CTYIT B Kade, OTENIX M adpoIopTax SBJISETCS OTIUYHOH BO3MOKHOCTHIO
BBIXOZla B MHTEepHET. HOo MHOTHE SKCIEpThl CYUTAIOT, 4TO obOmenocTymnHbie Wi-Fi cetn He sSBISIOTCS
0€e30MacCHbIMU.

CogeTtsl 10 Oe30macHOCTH paboTe B 00mIeA0CTymHbIX ceTsx Wi-fi:

1. He mepenaBaii cBoto nuuHyro uHpopmaruio depes obmenoctynasie Wi-Fi cetu. PaGotas B Hux,
JKeJaTesIbHO HEe BBOJUTH MAPOJIU JOCTYNA, JIOTUHBI U KaKWe-TO HOMEpa;

2. Vcnionb3yit 1 OOHOBIISIT aHTUBUPYCHBIE MTPOrpaMMbl U Opanamayep. Tem cambIM Thl 00€30MacHIlb
ce0s OT 3aKa4yKH BUpYCa Ha TBOE YCTPOICTBO;

3. Ilpu ucnons3zoBanun Wi-Fi otkimoun pynkuuio «O0mumit qoctyn k ¢dainam u npuatepam». lanHas
(byHKIHMS 3aKpbITa M0 YMOJIYaHUIO, OJJHAKO HEKOTOpHIE MOJIb30BATENIM aKTUBHUPYIOT €€ A ynoOcTBa
HCIIOIh30BaHUs B paboTe Wi yuede;



4. He wucnonb3yil nmyomuunsiii WI-FI nns mepenaum JUYHBIX JaHHBIX, HampuMep UIsl BbIXoJa B
COLIMAJIbHBIC CETH WIIU B DJIEKTPOHHYIO IIOYTY;

5. Unonp3yii Tonbko 3ammuiieHHoe coenunenue yepes HTTPS, a ue HTTP, T.e. mpu Habope BeO-anpeca
BBOJIK UMEHHO «https://»;

6. B mobunpHOM Tenmedone otkmoun Qynknuoo «[logkmrouenne k Wi-Fi aBromarmueckm». He
JOTTyCKail aBTOMaTHYECKOTO TOAKITFOYSHHS yCTpoicTBa k ceTsiMm Wi-Fi 6e3 TBoero cormacus.

ConuanbHbIE CETH

ConuasibHble CETH aKTUBHO BXOJIST B HAILY KM3Hb, MHOTHE JIFOJIU PAa0OTAIOT U KUBYT TaM MOCTOSHHO, a
B Facebook yxe 3apeructpupoBaH MUIUTHAPJ YEIOBEK, YTO SBJISETCS OJHON CEIbMOM BCEX KHUTENEH
IJIaHeTbl. MHOTHe MoJIb30BaTeIN HEe MOHUMAIOT, 4TO MHGOpMAIus, pa3MelleHHass UMU B COLIMATILHBIX
CeTsIX, MOXKET OBITh HalJeHa M UCIOJb30BaHA KEM yrOJIHO, B TOM YHCIIe HE 0053aTelbHO C OJarumMu
HaMEpEHUSIMH.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH B COIMAIBHBIX CETAX:
1. Orpannds CIUCOK Apy3el. Y TeOs B APY3bsSIX HE JOJKHO OBITh CIIYYailHBIX U HE3HAKOMBIX JIFOJICH;

2. 3ammmiail CBOI 4acTHYIO >KM3Hb. He ykaspiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO POXKIACHUS
U IPYTYIO JINYHYI0 UH(OpMAaIHIo. 3I0YMBIIIICHHUKH MOTYT MCIIOJIB30BaTh Jake UH(OPMAIMIO O TOM,
KaK Thl 1 TBOU POAUTCIIU IIJIAHUPYCTEC ITPOBCCTU KAHUKYJIbI;

3. 3ammmaid CBOIO pEmyTalyio - JEp)KU €€ B YHCTOTe W 3aJaBail ceOe BONpPOC: XOTeNl OBl THI,
4YTOOBI APYTHUE TMOJb30BaTeNIM BHUAETH, 4YTO Thl 3arpyxaemb? [lomymaii, mpexae uYeM YTO-TO
OITy0JIMKOBATh, HAITUCATh U 3arPY3UTh;

4. Ecnu Thl TOBOPHILB C JIOJbMH, KOTOPBIX HE 3HACIIb, HE UCIOJB3YH CBOE pEalbHOE UMS U JIPYTYIO
JTMYHYI0 HHPOPMALIUU: UMSI, MECTO KUTEIBCTBA, MECTO Y4eOBbl U MPOYee;

5. N36eraii pazmemenus ¢otorpaduii B HTEpHETE, I/Ie ThI M300pa)Ke€H Ha MECTHOCTH, MO KOTOPOit
MO>KHO OIPENIEIUTh TBOE MECTOIIOJIOKEHUE;

6. IIpu peructpanuu B COUMAIBHON CETH HEOOXOAUMO UCIOJIb30BaTh CI0XKHbIE APOJIU, COCTOSALINE U3
OykB U1 LU(Dp U C KOJIUUECTBOM 3HAKOB HE MEHEE §;

7. I[J'IH COLIMAILHOM CCTH, ITOYTHI U APYIrUx CalToB HCO6XOJII/IMO HCIOJIb30BATh PA3HBIC IMAPOJIH. Torma
eclii TeOs B3JIOMAKOT, TO 3JIOYMBINUICHHUKHU ITOJYYaT AOCTYII TOJBKO K OJHOMY MECTY, a HC BO BCC

cpasy.
DNEeKTPOHHBIE IEHBIU

BHCKTpOHHLIC JCHBI' — OTO OYCHb }UIO6H]':>II>1 CIocoo HJIaTC)KefI, OOHAKO CYHICCTBYHOT MOHICHHUKH,
KOTOPBIC XOTAT MOJYUYUTH O9TU ACHBI'U.

BHCKTpOHHLIC ACHBI'U IMOABUIINCH COBCEM HEAABHO U UMCHHO H3-3a4 3TOI'0O BO MHOTHUX IOCydapCTBax IO
CHX IIOP HE NPONHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM QYHKIIMOHUPYIOT M O HUX YK€ MPOIKCAHO B 3aKOHE, T/Ie UX Pa3/IeAIOT Ha HECKOIBKO
BHJIOB - aHOHWMHBICE W HE aHOHWMHBIC. Pa3HuWIla B TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX
paspemiaercss MPOBOIAUTH Omepanuu 0e3 UASHTHU(HUKAIMU T[OJIb30BaTelsl, a B HEAHOHUMHBIX
UJIEHTU(DUKAITAN TTOJIB30BATEIS SIBISIETCST 00SI3aTEIBHOM.

Taxke crmemyer pa3nuyarh >JEKTPOHHBIE (DUAaTHBIE NE€HBIU (paBHBI TOCYJIapCTBEHHBIM BAIOTaM) U
ANIEKTPOHHBIEC HE(UATHBIE IEHBI'H (HE PaBHBI TOCYJaPCTBEHHBIM BAJIIOTaM).

OcHOBHbBIE COBETHI M0 6€30MacHOi paboTe ¢ IEKTPOHHBIMU JICHbIraMHU:

1. IlpuBsku K cueTy MOOWIBHBIN TenedoH. ITo camblil YAOOHBIH M OBICTPBI CHOCOO BOCCTaHOBUTH
noctyn k cuery. [IpuBsizaHHBIN TenedoH MOMOXKET, eciaM 3a0yJellb CBOM IUIATeXHBIM Mapoib WK
3aiIenIb Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonp3yii ogHOpa3ossie maponn. [locie nepexoaa Ha yCHIICGHHYIO aBTOPU3AILUIO TeOe yke He OyaeT
YIpOKaTh OMACHOCTh KPAKU WJIU TIEPEeXBaTa MIaTEKHOTO MapoIs;



3. Bribepu cioxubIil naposs. [Ipectynankam OyzneT He MPOCTO yraiaTh CIOXKHBIN maposb. HanesxxHsie
[apoJii — 3TO MapoJM, KOTOpbIE COAEp’KaT HE MeHee 8 3HAaKOB M BKIIOYAIOT B ce0sl CTPOUYHBIE U
OponucHble OyKBBI, IU(PPbl M HECKOJBKO CHMBOJOB, Takhe Kak 3HaK Joijapa, (¢yHTa,
BOCKJIMIIATENIbHBIN 3HAK U T.1. Hanmpumep, StROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JI0BEPSIELLb.
DJNeKTpOHHAas IIOHTA

DNEeKTPOHHAsl TTOYTa — HTO TEXHOJIOTHS U MPEIOCTABIIAEMbIE €10 YCIYTH MO MEPEChUIKE U MOIYYSHHUIO
ANEKTPOHHBIX COOOIEHUH, KOTOPBIE PACHPEENISIOTCS B KOMIBbIOTEPHOM ceTh. OOBIUHO AJIEKTPOHHBIN
MOYTOBBIN SIMUK BBHITJSIIUT CIEAYIONUM 00pa3oM: UMs TOJb30BaTEIsI(@UMs_TOMEeHA. Takke Kpome
nepeiayu MpoCTOro TEKCTa, UMEETCsl BO3MOXKHOCTD IepeiaBaTh (haiibl.

OcHOBHBIE COBETHI 110 0€301acHOM paboTe C IIMEKTPOHHOM MOYTOM:

1. Hamo BBIOpaTh MpaBUIIBLHBIN MOYTOBBIA CEpPBUC. B MHTEpHETE €CTh OIPOMHBIN BBHIOOpP OECILIaTHBIX
MOYTOBBIX CEPBUCOB, OJJHAKO JIYUIIIE JOBEPSATH TEM, KOI'O 3HACIIb U KTO MEPBLIN B PEUTHHTE;

2. He ykaspBali B JWM4YHON TmoYTe Ju4Hy0 wuHopmanuioo. Hampumep, mydmie BbIOpaTh
«My3BIKaTbHBIN _(hanaT@» i «pok2013» BMecTo «remal3d;

3. Hcnonb3yil IBYX3TallHYlO aBTOPHM3AlMIO. ODTO KOIjJa MOMHUMO Mapojs HYKHO BBOJAWUTH KO,
npucbUIaeMblil mo SMS;

4. BoeiOepu CIOXKHBIA Taposib. JlJIT KaXIOro IMOYTOBOTO SIIUKA JODKCH OBITh CBOW HAJCKHBIH,
YCTOWUYMBBIN K B3JIOMY I1apOJib;

5. Ecnm ecth BO3MOKHOCTh HaMCaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3TY BO3MOXKHOCTB;

6. HMcronb3ylh HECKOJIBKO MOYTOBBIX SIIMKOB. [lepBbIl AMsi 4YacCTHOW MEpemucKH C aapecaTamu,
KOTOPBIM ThI JIOBEpSACIIb. JTO AJICKTPOHHBIA aJpec HE HAJ0 HUCIOJIb30BAaTh IMPH PETHCTpallUd Ha
dbopymax u caiitax;

7. He otkpsiBail (aiinel U npyrue BIOKEHHS B MHChMaXxX Ja)Xe €CIU OHH HPUILINH OT TBOUX APY3EH.
Jlydie yToYHM y HUX, OTIPABIISUIN JIM OHU TeOe 3T (Pailibl;

8. Ilocne okoHuaHus paOOTHI HA MOYTOBOM CEPBHUCE IEpe]] 3aKPHITHEM BKJIAJIKHM C CAaWTOM HE 3a0y.b
Ha)kaTh Ha «BeATNY.

KubepOynauHr i BUPTyalbHOE U3/1€BATEIbCTBO

KubepOynnuHr — mpeciefoBaHHe COOOLICHUSAMH, COAEPXKAIIMMU  OCKOpOJIEHUS, arpeccuio,
3allyTHBAaHME; XYJIUTAHCTBO; COLMAIBHOE OOMKOTHPOBAaHME C IOMOIIBIO pPa3IMYHBIX WHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI 110 O0pbOE ¢ KNOEPOYIMHIOM:

1. He 6pocaiica B 6oii. Jlyummmii coco6: mocoBeToBaThcsi Kak ceOsi BECTH U, €CIM HET TOro, K KOMY
MOXHO OOpaTUTHCS, TO BHAuaje YCIOKOUTHhCS. ECIM Thl HayHENIb OTBEYaTh OCKOPOJEHUSMU Ha
OCKOpOIIEHUSs, TO TOJBKO e11ie O0JbIIIe pa30XkOKeTb KOHDIHUKT;

2. Ypasnsii cBoeil kubeppenyTaiuei;

3. AHOHMMHOCTh B ceTH MHHUMas. CyIIecTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOUT 3a aHOHHUMHBIM
AKKayHTOM;

4. He cTouT BeCTH XyJIUTaHCKUH 00pa3 BUPTyaIbHOH ku3HU. VIHTepHET PUKCUpYeT BCe TBOU JeHCTBUS
U COXpaHSeT uX. Y AaIuTh UX OyJeT KpaliHe 3aTpyJHUTENbHO;

5. CoGumrosiait cBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urhopupyit enuHuuHblii HeraTuB. (OJHOpPa30OBble OCKOPOUTENIBHBIE COOOUICHHS  JIydYlle
UrHopupoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayalbHOW CTa UM,

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIEHHUSIMH, B COIIMAIBHBIX CETSIX €CTh
BO3MOYXHOCThH OJIOKUPOBKH OTIPABKH COOOIICHH C ONpPEAeEHHBIX aIpECOB;



8. Ecnu TbI cBUzeTens kubepOymmuHra. TBou AeHCTBUS: BBICTYIIUTH IPOTUB IMIPECIIeI0BATENs, TOKA3aTh
€My, 4YTO €ro JCWCTBHsS OLEHUBAIOTCA HEraTHBHO, IOLAEpXKATh JKEPTBY, KOTOPOM HYyXHa
MICUXOJIOTHYECKasi IOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOIO TIOBEJICHUS B CETH.

MoOwibHBIN TenehoH

CoBpemeHHbIE CMAapT(OHBI M TUIAHIIETHl COIEpXKAT B ceOe BIIOIHE B3POCHBbIA (PYHKIIMOHAN, U TEHeph
OHHM MOTYT KOHKYPHPOBaTb CO CTAallMOHAapHBIMU KoMIblOoTepaMH. OOHAKO, CPENCTB 3alIMUTHI IS
MOJIOOHBIX YCTPOWCTB MOKAa OY€Hb Majio. TecTHpoBaHUE M MOMCK YS3BUMOCTEH B HHX MPOUCXOIUT HE
TaK UHTEHCUBHO, Kak a1 [1K, To e camoe kacaercss 1 MOOMIIbHBIX IPUIIOKEHUH.

CoBpemeHHbIE MOOHMJIBHBIE Opay3epbl yXe NpPaKTUYECKH JOTHAIW HACTOJbHBIC AHAJIOTH, OJHAKO
pacirpenue (pyHKIHOHAaNIa BJeueT 3a 000 OOBIIYIO CI0XKHOCTh U MEHBIIIYIO 3alUIIEHHOCTD.

Jlaeko HE BCE MPOW3BOAMTEIH BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTUYCCKUE YSI3BHUMOCTH
JUISL CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TenedoHa:

1. Huuero He siBiisieTCsl 0-HACTOsIIEMY OecIIaTHBIM. Byl ocTopokeH, Belb Korza Tebe mpelaraor
OecruraTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCITYTH;

2. Ilymaii, mpexnae dyeM otmnpaBuTh SMS, ¢oto mnu Bugeo. Tel TOUHO 3Haemib, Te OHU OyIyT B
KOHEYHOM uTore?

3. Heo6x01umMo 0OHOBIISTH ONEPAIIMOHHYIO CHCTEMY TBOETO cCMapThOHA,
4. Vicionb3yi aHTUBUPYCHBIE MPOTPAMMBbI JIJISI MOOHITBHBIX TEJIS(hOHOB;

5. He 3arpy>1<a171 MMPUITIOKCHUSA OT HCU3BCCTHOI'O MCTOYHHKA, BEAb OHW MOTYT COACPKATbh BPCAOHOCHOC
IIporpaMMHOC O66CH6‘1€HI/IG;

6. Ilocine Toro kak ThI BBIHACHIb C CaiiTa, I/ BBOAMJI JIMYHYIO HWH(GOPMAIMIO, 32l B HACTPOWKHU
Opaysepa u ynanu cookies;

7. Ileppoanuecku nIpoBepsAd KaKKe IJIaTHbIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEDE;
8. JlaBaii cBoil HOMEp MOOMIILHOTO TeJIe(OHa TOJIBKO JIFOJIM, KOTOPBIX Thl 3HACIIb U KOMY JOBEPSEIlb;

9. Bluetooth nomkeH ObITH BBIKJIIOUEH, KOTa Thl UM HE MoJb3yelibes. He 3a0biBail MHOTIa MPOBEPSTH
3TO.

Online urpsl

CoBpeMeHHbIE OHJIAH-UIPBI - ATO KPACOUHBIE, 3aXBAThIBAIOIIME Pa3BICUEHUs, 0ObEAUHSIONINE COTHU
THICSIY YEJOBEK MO BceMy MHpy. Mrpoku HCCIeayloT AAHHBI UM MHp, OOIIAIOTCS APYr C JIPYTOM,
BBITNIOJHSAIOT 33JaHUS, CPaKAIOTCSI C MOHCTPAMHU M TOJY4arOT ONBIT. 3a yIOBOJIBCTBUE OHU IIIATAT:
MOKYTAIOT JUCK, OMJIAYMBAIOT a0OHEMEHT WM MIPUOOPETAIOT KaKKe-TO OILHUU.

Bce aTu cpeactBa uayT Ha NOJJIEp)KaHUE UM Pa3BUTHE MIPbI, a TaKkKe Ha caMy O€30MacHOCTb:
COBEpIICHCTBYIOTCS CHUCTEMbl aBTOPHU3ALlMH, BBITYCKAIOTCS HOBbIE MaT4yd (UM(POBBIE 3AIUIATKH IS
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HO)IO6HI)IX urpax CTOUT OIlacaTbCd HE CTOJIBKO CBOMX COIICPHHUKOB, CKOJBKO KpPa)XHU TBOCTO ITapOJid,
Ha KOTOPpOM OCHOBaHa CUCTCMaA aBTOpU3aAllUA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO 0€30IaCHOCTH TBOETO HUI'pOBOI'0 aKKayHTa:

1. Ecau apyroii urpok BezeT ceOs MI0XO0 WM CO3JaeT TeOe HEMPUATHOCTH, 3a0JIOKUPYH €ero B CIUCKe
UTPOKOB;

2. Homanyﬁca AAMUHUCTpATOpPaM HI'PBI HA IJIOXOC MOBCACHHUC 3TOTO UI'POKaA, KCIATCIILHO IMPUIIOKUTH
KaKHEe-TO A0KAa3aTCJIbCTBA B BUAC CKPHUHOB,

3. He yka3piBaii THYHYI0 HHPOPMALIUIO B podaiiie urpsl;
4. YBaxkail Ipyrux y4aCTHHUKOB I10 UTPE;

5. He ycranaBnuBaii HeouIInanbHbIE TATYH U MOJIBL;



6. Micnionp3yil CII0’KHBIE U pa3Hble 1apoJIy;

7. Jlaxxe BO BpeMsi UTPbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [IoKka Thl Urpaeiib, TBOM KOMIIBIOTEP MOTYT
3apa3uTh.

OUIIUHT UIHN Kpaka JUIHbIX JaHHbIX

OObIuHOM KpaXkel JeHeT W JOKYMEHTOB CETOJHs YK€ HUKOTO HE yJUBHIIb, HO C Pa3BUTHEM MHTEPHET-
TEXHOJIOTUH 3JI0YMBIIUICHHUKH NEPEMECTUINCh B MHTEPHET, U MPOJODKAIOT 3aHUMAThCS «IHOOUMBIM
JEJIOM.

Tak mosiBHIIaCh HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (UIIWHT, TJIaBHAs II€Jb KOTOPOTO
COCTOWT B TOJNIYYCHUU KOH(PHUICHIMAIBHBIX ITaHHBIX II0JIb30BAaTENei — JOTMHOB W maponei. Ha
AHTJIMICKOM si3bIKe phishing untaercs kak ¢ummuHr (ot fishing — peiOHas jg0BIIsI, password — mapoJib).

OcHOBHBIE COBETHI 10 O0pbOE ¢ PUIIUHTOM:

1. Cnemu 3a cBOMM akkayHTOM. Eciu Thl TOm03peBaciiib, YTO TBOS aHKETa Oblia B3JOMaHa, TO
He00X0IMMO 3a0JI0KMPOBATH €€ U COOOIIUTh aJIMHHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpEe;

2. I/ICHOJ'IB?»yﬁ Oe30macHbIe B€6-CaI7[TBI, B TOM YHCJIC, HHTCPHET-MarasmHOB U ITIOMCKOBLIX CUCTEM;

3. MUcnonw3yit cinoxuble u pa3Hble mnapoiau. Takum oOpasoMm, eciau TeOS B3JIOMAlOT, TO
3JI0YMBIIIJICHHUKH TIOJYYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY NMPO(DUIIO B CETH, & HE KO BCEM;

4. Ecnu Tebs B3JIO0MaJjIu, TO H606XO,I[I/IMO MNpeaAynpeanuTb BCEX CBOUX 3HAKOMBIX, KOTOPLIC I[O63.BJ'I€HLI y
T€Os B APYy3biX, O TOM, YTO TeOsI B3JI0MaIH ", BOBMO>HO, OT TBOCIrO HMCHH 6y1[eT paccblIaTbCA CllaM U
CCBbIJIKHM Ha (1)I/IH_II/IHI‘OBBI€ CaﬁTBI;

5. YcranoBu HagexHbIi napons (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKIIIOYM cCOXpaHEHHe Mapoiis B Opaysepe;

7. He otkpsiBail (aiinbl U npyrue BIOKEHHS B MHUChMaXx Ja)XXe €CIU OHH HPUILIN OT TBOUX APY3EH.
Jlydiie yToYHM y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (pailibl.

[udposast penyrarus

[MudpoBas pemyramuss - 5TO HeraTMBHas WIM TO3UTHBHas uH(popMmanMs B ceThd o Tebe.
Kommnpomerupytomias nHpopMmaus pasmMelieHHas B HHTEPHETE MOKET CEPbEe3HBIM 00pa3oM OTPa3UThCS
Ha TBOeH peanbHOMU *kM3HU. «L{udpoBas penyranus» - 3TO TBOH UMHIK, KOTOPBII (GopMHUpyeTcs U3
nH(popmanuu o Tebe B UHTEPHETE.

TBoe MecTo KUTCIILCTBA, y‘le6LI, TBOC q)HHaHCOBOG IIOJIOKCHHUC, 0COOEHHOCTH XapaKkTepa U pacCKasbl O
OJM3KUX - BCE OTO HAKAIJIMBACTCS B CETH.

MHorue noApoCTKU JETKOMBICIEHHO OTHOCATCS K IMyOJIMKaIMK JIMYHOM nHpopmanuu B IHTepHeTe, He
MOHMMasl BO3MOXKHBIX MociencTBUi. Thl Aake HE CMOXKeEIb JO0rajarbcsd O TOM, 4To ¢ororpadus,
pasMelleHHas S JeT Ha3aj, CTaja MIPUYMHON OTKa3a NPUHATH TeOs Ha paboTy.

KommMmenTapuu, pa3menienue TBoux (ortorpaduii u npyrue JeicTBUS MOTYT HE MCUE3HYTh JaKe MOCie
TOr0, KaK Thl MX yJanuiib. Thl HE 3Haellb, KTO COXPAaHWI 3Ty HH(OpMalHWIO, Monaja JM OHA B
MIOUCKOBBIE CUCTEMbI M COXPAHWJIACh JIM OHA, a IVIABHOE: YTO MOAYMAIOT O TeOe OKpYyKarollee JII0IH,
KOTOpbIE HaiayT u yBUIAT 3T0. HaiiTu mMHQOpMaIuio MHOTO JIET CIYCTSI CMOXET JII0OOH - Kak H3
NOOPBIX MOOYXKJIEHUH, TaK U C HAMEPEHUEM IPUYUHHUTH BPEJ]. ITO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI I10 3aIIUTE U(POBON PEIyTAINH:
1. IToxymaii, mpex e ueMm 4yTo-To MyOJUKOBaTh U MepeaaBath y cedst B 6J10T€ UK B COIMATBLHOM CETH;

2. B HacTpoiikax mpoduis yCTaHOBU OIPAaHUYECHUS HA TMPOCMOTP TBOETO MPOGUIIS U €r0 COCPKUMOTO,
cienam ero TOJIbKO «JJIsl IPYy3en»;

3. He pa3memaii u He yka3biBail HHPOPMALIHIO, KOTOPask MOXKET KOTr0-TM00 OCKOPOJIATH I OOUXKATh.

ABTOpCKOE IIPaBo



CoBpeMeHHbIE IIKOJBHUKU- aKTHBHBIE IMOJIb30BaTEeIN HU(POBOTO mpocTpancTBa. OJHAKO JaleKo He
BCE 3HAIOT, YTO I10JIb30BaHME MHOIMMH BO3MOXHOCTSIMH LU(PPOBOro Mupa TpeOyeT cOOII0eHHs IIpaB
Ha MHTEJJICKTYAIbHYIO COOCTBEHHOCTD.

TepMUH «MHTEIEKTyalbHass COOCTBEHHOCTb» OTHOCHTCA K PA3JIMYHBIM TBOPEHMSIM YEJIOBEYECKOIO
yMa, Ha4MHas C HOBBIX M300PETEeHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH
, M 3aKaH4MBasi KHUTramu, potorpapusmu, KHHOQUIBMAMU U MY3bIKaJIbHBIMHU IIPONU3BEICHUSMU.

ABTOpCKME TpaBa - 3TO IpaBa Ha HMHTEIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOM3BEACHUS HAYKH,
JUTEpaTyppl W HUCKYCCTBA. ABTOPCKME IIpaBa BBICTYNAIOT B KadyeCTBE TapaHTUU TOrO, 4TO
MHTEIJUICKTYaJIbHBIN/TBOPUECKUN Tpya aBTopa He OyIeT HampacHbIM, JacT €My CIPaBeJIMBbIC
BO3MOKHOCTH 3apaboTaTh HA Pe3yJIbTaTax CBOEro TPYAA, MOJIYYUTh U3BECTHOCTh M Npu3HaHue. Hukro
0e3 paspellieHus] aBTOpa HE MOXET BOCIIPOU3BOJUTH €r0 MPOU3BEAEHHE, PACIPOCTPAHATH, ITyOIMUHO
J€MOHCTPUPOBATh, MpoOJaBaTh, MMIIOPTHPOBATh, IycKaTb B IPOKAT, MyOJIUYHO HCIOJHSATD,
MOKa3bIBaTh/UCIIONHATE B 3(upe wim pa3meniats B lHTepHere.

Vcrnonb30BaHue «IIUPATCKOIr0» MPOrpaMMHOI0 00ECHEUYEeHUs] MOXKET MPUBECTH K MHOTMM PUCKaM: OT
MOTEpPHU JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKM TBOETO YCTPOWCTBA, IJI€ YCTAaHOBIICHHBIH HE
jeranpHas mnporpamma. He crtouT Takke 3a0bIBaTh, 4TO CYIIECTBYET JieralbHble M OeCIUIaTHBIE
IIPOrpaMMBbl, KOTOPbIE MOYKHO HAUTH B CETH.

O noprane

CGTCBI/I‘IOK.p(b - TBOM TJIaBHBIH COBETYHK B CETH. 3,Z[CCI> Thl MOXCIIb Y3HATH O 0€30I1aCHOCTH B CETH
IOHATHBIM MW AOOCTYIIHBIM A3bIKOM, a IIPpHU BO3HUKHOBCHHHU KpI/ITI/I'-IGCKOI\/JI CUTyaluuunu 06paTI/ITI)C$I 3a
COBETOM. A TaKxke IMPUHATH YIaCTHC B KOHKYPCaX U CTaTb CaAMbIM I_[I/I(i)pOBBIM rpa)K,Z[aHI/IHOM!

ITucemo MunoOpnayku Poccun ot 14.05.2018 Ne 08-1184
O nanpaBneHUH UHPOpPMALIUU
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